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Kinetika Bloco’s Privacy Policy

Who We Are
Kinetika Bloco aims to get South London young people engaged in long-term creative activity in music, dance,
design and leadership, advancing their education, skills and capacity.

Kinetika Bloco is a registered charity in England and Wales (registered charity number 1139623) and we are also
registered as a company limited by guarantee (company number 07286111).

Unless otherwise stated, within the context of this policy, the terms “we” means Kinetika Bloco.

If you have any questions or concerns regarding this policy, or would like to exercise any of your legal rights,
please contact our Data Protection Officer, Tamzyn Marchev, tamzyn@kinetikabloco.co.uk

Policy Overview
This Data Protection Policy sets out how we will look after and process personal information. We are committed
to protecting personal information and being transparent about what information we hold.

The policy covers personal information of our staff, freelance workers, board members, Bloco members and
other recipient of our services, parents, friends or supporters, alumni and website visitors.

We may provide additional privacy notices on specific occasions when we are collecting or processing personal
information about you so that you are fully aware of how and why we are using your information. The policy
supplements the other notices and is not intended to override them.

This notice may change from time to time so please check it periodically. It was last updated on 26™ March 2026.

This policy covers:
1) Personal information we collect and why we have it
2) Seven Principles of Data Protection
3) Six Lawful Basis for Processing information
4) How we collect data
5) How we protect personal information and how long we keep it
6) Breach notification
7) Subject’s Rights and Protection of Children
8) Marketing and Information you provide to others
9) Data Sharing
10) Website and Cookies
11) Questions and complaints
12) Information Tables



1) Personal Information we collect and why we have it

Personal information (or personal data) means any information about an individual from which that person can
be identified. It does not include information where the identity has been removed (anonymous data).

The type of personal information we will collect, will depend on peoples’ relationship with us. For instance, if you
are simply on our mailing list to learn about our events, we will keep your contact details needed for that purpose
but if you are a member of staff or recipient of our services, we may need more. The tables at the end of this
policy provide more detail of the types of personal information held by us according to the main types of
relationship we have.

Certain kinds of personal information, including information about racial or ethnic origin and physical or mental
health, are special categories of personal information which are subject to additional protections by law. We limit
the circumstances in which we collect and use special category information of this kind as required by law or with
your explicit consent. For instance, we may need to know about a disability in order to fulfil our safeguarding
responsibilities and it may be helpful for us to have information on ethnic origin to assess our impact as a charity
or meet expectations of our funders. We identify in the tables at the end where this might be relevant to you.

Special legal safeguards also apply to collection and use of criminal record information. We are required to collect
and use criminal record information in certain circumstances, for instance to carry out Disclosure and Barring
Checks on staff or volunteers who will be working with children or vulnerable adults. We identify in the tables at
the end where this may be relevant to you.

We can only use your personal information when the law allows us to. Most commonly we will use your personal
information in the following circumstances:
e To enterinto or to perform a contract with you, or
e To comply with a legal or regulatory obligation
e Where it is necessary for our legitimate interests (or those of a third party) and your interests and
fundamental rights do not override those interests.
e When you consent to it.

Other lawful purposes include where it is necessary to protect the vital interest of you or another person or for
the performance of a task carried out in the public interest.

In the tables at the end, we identify the legal basis for using the various types of personal information we hold. If
we rely on our legitimate interests for using your personal information, we identify what the legitimate interest is
where appropriate.

2) Seven Principles of Data Protection

When processing personal data, we follow the principles set out in article 5 of the UK GDPR.
e Lawfulness, fairness and transparency (processed lawfully, fairly and in a transparent manner)
e Purpose limitation (compatible and specific)
e Data minimisation (adequate relevant and limited to what is necessary)
e Accuracy (up to date, accurate and rectifiable)
e Storage limitation (retained for no longer than necessary)
e Integrity and confidentiality (secure)
e Accountability (demonstrate When, Why & How)



3) Six Lawful Basis for processing information

e (Consent

e Contractual Obligation
e Legal Obligation

e Vital Interests

e Public Task

e legitimate Interest

4) How we collect data

In order to participate in our activities, participants are required to complete registration forms, this can be done
in a number of different ways.

Our website “Join Us” form, once completed, this sends all the information securely in an email, we then transfer
this information to our password protected database and delete the email.

Through our website but via a Microsoft office form, we will use this when we need more information from you.
We then take the information from the form and input it to our database, once the form is no longer required, it
will be deleted.

By completing a paper form at one of our projects. Once completed, the information from the form will be
transferred to our password protected database, then the paper form will be shredded securely.

5) How we protect your personal information and how long we keep it

We keep your personal information only for as long as necessary to fulfil the purposes we collected it for,
including for the purposes of satisfying any legal, accounting, or reporting requirements.

To determine the appropriate retention period for personal information, we consider the amount, nature and
sensitivity of the personal data, the potential risk of harm from unauthorised use or disclosure, the purposes for
which we use the information and whether we can achieve those purposes through other means, and applicable
legal requirements.

We will actively review the information we hold and when there is no longer a legal basis for us to retain it, we
will either delete it securely or in some cases anonymise it (in which case we may use this information indefinitely
without further notice to you).

We protect your personal information against unauthorised access, unlawful use, accidental loss, corruption or
destruction.

We use technical measures such as 2 step password protection to protect your information and collected by us
the systems they are held in. We also use operational measures to protect the information, for example by
limiting the number of people who have access to our database and by using cloud storage from reputable
providers to minimise risks of keeping hard copy records. We ensure that our employees, agents and contractors
are aware of their privacy and data security obligations.

We keep these security measures under review and refer to industry security standards to keep up to date with
current best practice.

Our member emails including information for attending workshops and events are sent from our Kinetika Bloco
email account. Data transmission over the internet is inherently insecure, and we cannot guarantee the security
of information sent over the internet, including by e mail. Group emails will be sent BCC where appropriate.



6) Breach Notification

When a data breach is discovered, Kinetika Bloco staff will complete the Data Breach report form, with as much
detail as possible and inform the DPO. Our DPO will then assess if a breach is likely to result in a high risk to the
rights and freedoms of individuals, and will inform those concerned directly as soon as possible, and no later than
72 hours after the breach has been discovered. The DPO will investigate the cause of the breach and will support
with any new processes or training that may be required.

7) Data Subject’ rights and Protection of children
Under certain circumstances, you have rights under data protection laws in relation to your personal information,
in particular:

e Request access to personal information (Subject Access Request)

e Request correction of your personal information

e Request erasure of your personal information

e Object to processing of your personal information

e Request restriction of processing of your personal information

e Request transfer or your personal data

e Right to withdraw consent.

Further information on these rights is available from the ICO website. https://ico.org.uk/for-organisations/guide-
to-the-general-data-protection-regulation-gdpr/individual-rights/

If you wish to exercise any of the rights set out above, please contact us using the contact details set out
paragraph 1 above.

Please note that even if you withdraw your consent, we can still rely on the consent you gave as the lawful basis
for processing your information before you withdrew your consent.

You will not have to pay a fee to access your personal data (or to exercise any of the other rights). However, we
may charge a reasonable fee if your request is clearly unfounded, repetitive or excessive. Alternatively, we may
refuse to comply with your request in these circumstances.

We may need to request specific information from you to help us confirm your identity and ensure your right to
access your persona data (or exercise your other rights). This is a security measure to ensure that personal data is
not disclosed to any person who has no right to receive it. We may also contact you to ask you for further
information in relation to your request to speed up our response.

When you get in touch, we will come back to you as soon as possible and where possible within one month. If
your request is more complicated, it may take a little longer to come back to you, but we will come back to you
within two months of your request. We may also ask you to verify your identity before we provide any
information to you.

8)Marketing and information you provide to others

We may receive some information that you submit to a third party website to be shared with us. Both we and the
owner or operator of that third party site will be data controllers in respect of that information and you should
check that privacy policy of that website to find out how they will use your data. We will only use any information
that we receive from that route in accordance with this policy.

In particular, we send our marketing communications via MailChimp. MailChimp acts as the data controller and
collects information via sign up forms on our website. The information is stored in our MailChimp account in
order to allow us to create and use distribution lists for use in our marketing campaigns. We may send you
marketing communications via MailChimp if you have indicated that you are happy to receive such emails or if
you signed up yourself on the newsletter link on our website. Our marketing communications include information
about our new projects or workshops which you might want to be a part of, performances which you might want
to come and see and ways that you might like to support or engage with us.


https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/

If you have previously opted-in to receiving Marketing emails from us through MailChimp you can easily opt out
of them by clicking on the unsubscribe link which we include at the bottom of the marketing emails.

We send our newsletters through MailChimp, we do not download or transfer information from their website to
our own. For information on how MailChimp protect your information please visit:
https://mailchimp.com/legal/privacy/

Please note that if you tell us that you do not wish to receive marketing emails, you will still receive Information
emails if you are a member of Kinetika Bloco and have previously signed up to attend activities. If you would like
to be removed from the membership list of Kinetika Bloco and not receive information about Summer School,
Projects and Performances please email tamzyn@kinetikabloco.co.uk

9) Data Sharing

We will never sell your personal information and will not share or distribute it to others except as expressly set
out in this policy or as otherwise required or permitted by law.

We have identified in the tables at the end when we share personal information we hold for purposes of
contractual obligations and legitimate interest. In those cases, we require the third parties to respect the security
of your personal information and treat it in accordance with the law. We do not allow our third-party providers to
use your personal information for their own purposes and only permit them to use your personal information for
specified purposes and in accordance with our instructions.

We may have to provide your personal information to government authorities in order to comply with laws and
regulations that apply to us. For instance, we have reporting obligations to the Charity Commission of England
and Wales. If we are requested to disclose information by the police or a regulatory or government authority
investigating potentially illegal activities concerning your activities in connection with our services or website, we
may do so.

Your credit and debit card information: We process payments on our website using PayPal. PayPal monitor every
transaction with a view to preventing fraud, email phishing and identity theft and every transaction is encrypted
using their advanced encryption technology. For more information on their privacy and protection process please
visit https://www.paypal.com/uk/webapps/mpp/paypal-safety-and-security.

Donations: All regular giving and funding initiatives organised by Kinetika Bloco take place through LocalGiving.
For more information on their privacy policy please visit https://localgiving.org/legal/privacy-policy

International data transfer
We will only send your personal information outside of the UK to follow your instructions or to comply with a
legal duty.

When travelling with us internationally we will seek further permission to share any data to be able to participate
in activities.

e Parental consent asked for at time of trip.

e Emails stating that data needs to be shared in order for trip to be able to happen.eg booking flights.

10) Website and Cookies

10.1 Website Information

Our website may include links to third-party website, plug-ins and applications. Clicking on those links or enabling
those connections may allow third-parties to collect or share personal information about you. We do not control
these third-part websites and are not responsible for their privacy statements. When you leave our website, we
encourage you to read the privacy notice of every website you visit.


https://mailchimp.com/legal/privacy/
mailto:tamzyn@kinetikabloco.co.uk
https://www.paypal.com/uk/webapps/mpp/paypal-safety-and-security
https://localgiving.org/legal/privacy-policy

Information collection is changing. Traditionally, information was collected directly from individuals, for example
when they filled in a form. Increasingly, organisations use information that has not been consciously provided by
individuals in this way. It may be:
e observed, by tracking people online or by smart devices;
e derived from combining other information sets; or
e inferred by using algorithms to analyse a variety of information, such as social media, location
information and records of purchases in order to profile people for example in terms of their state of
health or suitability for a job

Kinetika Bloco does not currently collect information in any of these ways, nor does it see itself doing so in the
near future. We have a very small staff team and no individual marketing role, so we spend our time delivering
projects rather than following people’s web presence!

Whilst you use our website, we will take reasonable technical and organisational precautions to prevent the loss,
misuse or alteration of your personal information. We will store all the personal information you provide on our
secure (password- and firewall-protected) servers. All electronic financial transactions entered into through our

website will be protected by encryption technology.

10.2 Cookies

Kinetika Bloco sometimes send small data files, called cookies, from our websites to your computer, mobile
phone or other device. These cookies are then stored on the hard drive of your device. Some of these cookies
allow us to count visits and traffic sources so we can measure and improve the performance of our site. They help
us to know which pages are the most and least popular and see how visitors move around the site. The data
collected is not shared with any third party. The information we get through the use of these cookies is
anonymous and we make no attempt to identify you or influence your experience of the site while you are
visiting it. If you do not allow these cookies, we will not be able to include your anonymous visit in our statistics.

By using this site, you agree that we can place these cookies on your device. We use the following cookies on our
site:

e Provide functionality

e Improve performance

e Google Analytics- These cookies help us to analyse how users use the site
Here is a more complete explanation of Google Analytics.

11) Questions and complaints

If you have any questions about this policy or how we handle your personal information, please contact us (see
paragraph 1 above).

You have the right to make a complaint at any time to the supervisory authority which is responsible for the
protection of personal information in the UK if you think a breach of information protection laws might have
taken place. In the UK, the relevant authority is the Information Commissioner’s Office which can be contacted by
telephone on 0303 123 1113, or by using the live chat service which is available through the Information
Commissioner’s website www.ico.org.uk. We would, however, appreciate the chance to deal with your concerns
before you approach the ICO.


https://support.google.com/analytics/answer/6004245

12) Tables
These tables indicate the different information we collect for you, how, why and the basis for which we collect it.

Employees (full time or part time)

Type of How Purpose for which | Disclosure Legal basis for use | Retention
personal information is information used outside
information obtained Kinetika Bloco
[Note 1]
Contact details | From you via HR admin Payroll and Performance ofa | 7 years after
Gender payroll formor | Pay pension contract with you | employment
Bank details otherwise Pension providers ends
NI number Funding reports Legal Obligation
Medical info* CVor (aggregated) Funders if
Ethnicity* application required Legitimate
Criminal* [Note | form interest (eg to
2] Reporting to provide our
DBS Service funders, clients | services in the
and strategic best way possible
bodies who and to meet
finance, expectations of
support or funders or
oversee the regulators)
charity
Vital Interests
Freelance worker, practitioners and volunteers
Type of How Purpose for which Disclosure Legal basis for Retention
personal information is information used outside Kinetika | use
information obtained Bloco
Contact details | From you via HR admin Reporting to Contract 7 Years after
Gender invoice form or | Pay funders, clients final
Bank details otherwise Scheduling and strategic Legal Obligation | employment
NI number Funding reports bodies who
Medical info* CVor finance, Legitimate
Ethnicity* application Ensuring we have support or interest (eg to
Criminal [Note form the correct ratio of | oversee the meet
2] staff to children on | charity expectations of
DBS Service events. funders or

Microsoft Form

On trips or
residential events
managing travel
requirements,
room sharing,
dietary provision.

Monitoring and
evaluating our
delivery of projects
to help us improve
our service for the
beneficiaries

regulators)

Consent, when
no other basis
applies

Vital Interests




Board members/trustees

Type of How Purpose for which | Disclosure Legal basis for Retention
personal information is information used outside Kinetika | use
information obtained Bloco
Contact details Board Charity Legal Legal obligation 7 years
Date of birth application administration and | disclosures, after
Gender form. management including to Legitimate stepping
Companies interest down
House (note (Governance and
some administration)
information is
made public). Public Task
To funders and
others where
necessary.
Bloco members and other recipients of our services
Type of How Purpose for which | Disclosure Legal basis for Retention
personal information is information used outside Kinetika | use
information obtained Bloco

Contact details
Gender

Date of Birth
Ethnicity*
Medical info*
Statement or
Disability
information*
Ethnicity*

From you via
website sign up
form.

If under 18,
from
parents/carer
on website sign
up form and on
medical
parental
consent form.

From social
worker or
school worker if
referred
through
personal
contact with
Bloco Manager

To issue
Information on
activities
Scheduling
Insurance
Welfare ratios
Funding reports

Monitoring and
evaluating our
delivery of
projects to
improve our
service for the
beneficiaries

Demonstrating
impact to funders/
supporters /
strategic bodies in
order to lever
continued support

Insurers

Reporting to
funders, clients
and strategic
bodies who
finance, support
or oversee the
charity

Legal Obligation

Legitimate
interest (eg to
meet
expectations of
funders or
regulators)

Vital Interests

7 years after
last year
attending
activities

2 years if
sign up but
don’t attend




Parents, carers, leg

ral guardians

Type of
personal
information

How
information is
obtained

Purpose for which
information used

Disclosure
outside
Kinetika Bloco

Legal basis for
use

Retention

Contact details
Gender
Relationship to
dependant
Medical info
occasionally*

From you via
website sign up
form / email.

From
dependant if
special
communication
required.

To issue
information on
activities

Members welfare
Volunteering info

Sending out sign
up information
and forms for
Summer Schools,
Bloco workshops
and performances

Sharing
information from
partner
organisations on
further creative
progression
routes, job
opportunities or
additional projects

Keeping our
records up to date

N/A

Legal obligation

Legitimate
interest

7 years after
young
person’s last
year
attending
activities

2 years if
their young
person signs
up but don’t
attend

Friends/supporters, alumni, website visitor

Type of
personal
information

How
information is
obtained

Purpose for
which
information
used

Disclosure
outside Kinetika
Bloco

Legal basis for use

Retention

Name
Email Address

From subject via
website contact
us form.

From subject via
mailchimp
newsletter sign
up form

Event ticket
purchase
though Ticket
Tailor.

NB currently all
giving is
completed
through Local
giving or a
similar website

To issue
information
about activities

Volunteering
opportunities

Harnessing
support for the
work of the
young people
and for the
charity to
continue
providing
activities with
charitable
objectives

N/A

Legitimate interest

Consent

3 years




and we would Following up on
follow their Donations
Information Sending

policy OR by information
direct contact about future
with Bloco campaigns that
Manager donors may like
through email to give to
PayPal

*This identifies special category information or other information to which special safeguards apply in law, as
explained above.

General notes

We may use your personal data for more than one lawful ground depending on the specific purpose for which it
is being used. Please contact us if you need more details about the specific legal ground we are relying on to
process your personal data where more than one ground has been set out in the table.

In some cases, we have indicated that we may use personal information to report to others, such as funders or
regulators. However, in most cases the information would be aggregated so that it would not be possible to
identify you from the information disclosed.

Note 1 — Trustees and staff are considered to be internal in this context. Our trustees have the right to access any
personal information used by us in performance of their functions. Our staff will have access to all personal
information covered by this policy subject to any internal procedures (for instance, in relation to other staff or
where necessary to comply with data protection or other laws).

Note 2 —In carrying out DBS checks, we will adhere to the DBS code of practice and other legal requirements
relating to the information.

This policy was last updated in March 2026 and replaces all previous versions. We will regularly review and
update this document. Any major changes that would impact Data Subjects rights and freedoms will be notified
either via e-mail or through an announcement on our website.



